ABSTRACT Requirements engineering (RE) is a critical process in software development which faces important risks when performed in a global software development (GSD) setting. Some of these risks are specific to GSD, while others also appear in co-localized environments but are aggravated in GSD. A systematic literature review (SLR) has been conducted to identify the risks to RE that occur in GSD, along with the safeguards with which to manage these risks. Inspired by a grounded theory approach, risks and safeguards have been elicited and grouped by means of collaborative tagging and cluster analysis techniques, and then bivariate correlation tests have been applied to measure the association between these risks and safeguards. The results of the SLR include the identification of a great variety of risks to RE in GSD (218), along with a large number of safeguards (146 in total). Starting from these results, a risks and safeguards repository that encompasses the entire state of the art on RE in GSD has been produced and is now publicly available. This repository can be used as a growing knowledge base by any organization interested in carrying out RE in GSD. The objective is to assist those organizations that are inexperienced in GSD to handle the problems that may arise when involved in a global development. The most common risks identified in the literature are related to: 1) knowledge sharing; 2) client and vendor relationships; 3) problems with process definition; and 4) communication problems. It was also found that in the literature, the risks related to management and project coordination, knowledge management and awareness, socio-cultural differences, and client-vendor distance are the ones most lacking in proposed safeguards; these are therefore concerns to which more attention should be paid.
I. INTRODUCTION
The process of globalization that affects industry has also reached Software Engineering (SE), so that increasing attention is being paid to various aspects of SE in a global environment [1] . This new software development model, in which participants are located in different countries, or even on different continents, is known as global software development (GSD) [2] , [3] . GSD permits [4] : (1) advantage to be taken of lower labor costs in certain countries in which there are highly qualified professionals; (2) access to expert knowledge where it is located; (3) 24-hour work days, by taking full advantage of the different time zones (the so-called aroundthe-clock or follow-the-sun work model); (4) global access to a shared pool of resources; and (5) an improvement as regards the proximity to certain markets.
Schmid [5] states that Requirements Engineering (RE) ''is a core part of the SE lifecycle with tremendous leverage on software development success'', and claims that RE ''becomes particularly difficult in the context of GSD due to the need to coordinate many different stakeholders in a distributed setting. It is inherently more complex and difficult than RE in closely co-located settings''. RE activities are increasingly distributed across locations, organizations, participants, time and project methodologies. Such broad distribution poses new challenges and produces a severe contrast to the traditional view of RE. Challenges of communication and understanding in GSD are most pronounced during RE [6] , and RE in GSD (Global RE hereafter) is highly problematic, leading to a large number of errors [7] . Coming back to Schmid [5] , ''Global RE is a challenge, and will remain a challenge for the future''.
While RE poses many unique and difficult challenges in co-located software development, the risks related to requirements are amplified in GSD; this is due to delayed visibility of open issues, as well as to uncertainties and misunderstandings [8] . From a project management perspective, Global RE risks must be specifically managed in the context of activities such as release planning [9] , progress tracking [10] , contract management [11] , Service Level Agreement (SLA) [8] , global virtual teamwork [12] , and many more. Adequate RErelated risk management is thus a key success factor in GSD environments.
Cheng and Atlee's [13] study of the state of research in RE identifies globalization as one of the hotspots that deserves attention in research in the RE field. Overcoming the problems that GSD implies in RE is essential if an effective globalized development of software products is to be achieved. The main risks involved in GSD concern communication problems brought about by the distribution of the development team. For example, let us consider an inherently collaborative activity such as elicitation and the early modeling of requirements. Tensions may occur as a result of the distance imposed by GSD, where the need arises to create a mental model of the project needs and where the requirements have to be shared by all the participants [14] . Distance should be measured in GSD not only in geographical terms but also in terms of time zones, language and culture. For Cheng and Atlee, there are two main challenges in Global RE: (1) new RE techniques need to be devised, or the current ones need to be extended, in order to support the outsourcing of development activities after RE, i.e. activities such as design, coding and testing; and (2) support techniques are needed to make it easier to carry out the requirements elicitation, modeling, negotiation, and team management in the process of Global RE; these techniques will also make it possible to manage all this activity well.
Software development and RE can be classified into two main categories according to the geographic location of work [15] , [16] : (1) onshore, when the development is located in the same country or another not far away (the latter is also called nearshore); and (2) offshore, when the development takes place in a country which is different from that of the organization in charge of the project. Similarly, the organizational structure also has an influence. There are two main possibilities: (1) outsourcing, when the software developer is a third-party vendor; and (2) insourcing, when the developer is an internal software IT group. Berenbach [17] studied the issue of organizational structure in more detail, identifying six different cases that range from single site, where there is a single site and a single command chain, to fully distributed analysis, design and implementation, where organizational complexity is maxed out. An important conclusion is that the problems observed tend to accumulate and grow as the degree of distribution and complexity increase.
Our study is focused on a GSD setting, which is achieved through the externalization of the development tasks to geographically remote vendors (offshore outsourcing), or by establishing their own software centers in remote locations, with the intent of being closer to the client's sites (offshore insourcing). In both cases, the stakeholders are characterized by important diversification and geographic distribution, thus requiring appropriate collaboration, requirements change management, and coordination activities and solutions. Nevertheless, our findings are potentially applicable to other distributed software development contexts, since risks are generally not exclusive to offshore projects; they can also appear in nearshore or even onshore environments [18] . The characterization of the specific risks that can affect each organizational structure (e.g. distributed analysis-co-located design and implementation, co-located analysis and designdistributed implementation) falls outside the scope of this work.
The goal of this paper is to study the risks found in the literature in relation to Global RE, along with the safeguards that help to manage these risks. To that end, a research methodology has been designed which combines qualitative and quantitative research techniques, namely (1) a systematic literature review (SLR) [19] , [20] , which permits the rigorous study of the state-of-the-art in an area of knowledge; (2) grounded theory procedures [21] , which help to construct an emergent, inductive model to synthesize the literature review; and (3) quantitative analysis procedures -such as collaborative tagging, clustering analysis and correlation teststo identify relationships in that model [22] .
A number of studies have been published in recent years which identify the problems that arise when developing software development activities in a global setting, and solutions to these problems have been proposed in [23] . The novelty of our research lies in two aspects:
• In an attempt to make the knowledge that can be found in the literature on Global RE more usable, the SLR has been used as a basis for the creation of a publicly available repository 1 in which all the risks and safeguards identified in the literature have been collected. This repository should be understood as a growing base of knowledge that an organization that performs GSD should tailor according to its particular know-how. We believe that this repository could be especially helpful to those organizations that are inexperienced in GSD.
• Verner et al. [23] state that the focus of the existing SLRs on GSD is to map the research rather than to provide evidence-based guidance. Risks and safeguards have been quantified in this paper and grouped by means of collaborative tagging and cluster analysis. Statistical, bivariate correlation tests have been applied rigorously to uncover associations between these risks and safeguards. The structure of the remainder of this paper is as follows: Section II shows the methodology designed for this research. After that, Sections III, IV, V and VI present the define, search, select, and analyze stages of this methodology, respectively. Threats to the validity of the study also form part of Section VI. Related work is discussed in Section VII, where the contribution of this paper to the literature is stressed. Section VIII then shows our conclusions and further work. Finally, Appendix A presents the studies included in the SLR, Appendix B lists the candidate studies excluded in the SLR, and Appendix C elaborates on the descriptive analysis of the results of the SLR.
II. METHODOLOGY
The research methodology followed in this study is an adaptation of the Grounded Theory Literature Review Method proposed by Wolsfwinker et al. [24] . This literature review method is based on the Webster and Watson [25] framework, which has become a standard for performing literature reviews in the Information Systems (IS) field. The Grounded Theory Literature Review Method encompasses five stages ( Fig. 1 ) which are carried out iteratively. First, the most relevant data set is identified (Define stage). The actual search for the studies is then performed (Search stage), and after that the sample of studies to be reviewed is refined (Select stage). In the following step, the Analyze stage aims to extract value from the selected studies. In the original proposal by Wolsfwinker et al. [24] this stage refers to the use of qualitative research methods, rooted in the Grounded Theory Method (GTM). Finally, the Present stage is devoted to the writingup of the findings and insights of the research, along with the key decisions made during the review process. In a nutshell, our methodology extends this Grounded Theory Literature Review Method by using (1) SLR procedures [19] to add rigor to the definition, search and selection of studies to be reviewed (stages 1, 2 and 3 in Fig. 1) ; and (2) quantitative procedures to improve knowledge coding and meta-analysis during the analysis of the selected studies (stage 4).
A study by Wiesche et al. [26] that focuses on the use of GTM in the IS field identifies three types of research contribution: the development of a theory, a rich description of a phenomenon, or a model of a phenomenon. GTM is used in this paper to develop a model of a phenomenon; in our case, the phenomenon is risks that affect Global RE and the safeguards proposed for managing them. This model includes ''the definitions of the relevant variables and the relationships among those variables, but it does not fully justify those relationships and specify their boundaries''. In addition, our intention is to apply a set of grounded theory techniques for data analysis purposes instead of resorting to the use of a classic or evolved GTM. The former is the most common approach in the application of GTM in IS research [21] .
The Analyze stage of our methodology follows an inductive, constructivist analysis approach that implements a set of grounded theory techniques for data analysis (Fig. 1) . Following [21] , these techniques are (1) the Principle of emergence, by avoiding the imposition of any pre-conceived structure in the model of data; (2) Constant comparison analysis, as data are broken down and compared to already-emerged concepts for similarities and differences; and (3) Coding procedures, to conceptualize and integrate data to form the model. However, our approach does not apply another GTM principle, Theoretical sampling, since sampling is not determined by the emerging theory but rather by the SLR protocol, which was developed prior to the Analyze stage. More detail on the actual implementation of the literature review methodology followed in this research is provided in the remainder of this paper, which is structured according to our five-stage methodology.
III. DEFINE STAGE
The Define stage consists of the identification of a suitable data set for the literature review. In our methodology this is done through the definition of the protocol followed for this SLR, which is described in Section III.A. Concepts and definitions, Section III.B. Scope and Section III.C. Research questions. This protocol was designed by the third author of this paper, while his supervisor (the first author) together with the second, fourth and fifth authors of this paper, reviewed the protocol, along with the included and excluded studies, and examined the results of the review with him.
A. CONCEPTS AND DEFINITIONS
Two key theoretical constructs will be used from now on; they need to be clarified beforehand: risk and safeguard. Risk is 59630 VOLUME 6, 2018 defined as a probability that a certain event will have a negative impact on a company [27] , or as a negative result whose probability of occurrence can be estimated [28] , [29] . For its part, risk management aims to identify, assess, prioritize, and address risks, in the quest to reduce their likelihood or their effect [30] , [31] .
Risk management has two primary aspects [32] : (1) risk assessment (or risk estimation), which focuses on the evaluation of risk sources that could affect the outcome of the project; and (2) risk control, concerned with resolving the risks [33] . The latter aspect includes risk mitigation, which is regarded as the practices performed to reduce risk [27] .
In the literature mentioned above, the term risk is conceptualized in this work as any problem, issue, challenge or threat that can adversely affect the project. The term safeguard will be understood as a risk mitigation or risk control strategy, which can be seen as a solution, an aid or a lessening of some risk/s. Safeguards thus include best practices, policies, guidelines, techniques, methods and tools.
B. SCOPE
In this paper, an SLR on the state-of-the-art of Global RE has been conducted to obtain:
• A description of the risks identified in the literature in relation to Global RE, understood as (1) those risks that might arise in the context of GSD which do not appear in the traditional, co-localized development model; and (2) those risks that are present in traditional settings but which worsen in the GSD realm. Risks may be caused by distance, lack of communication, organizational and cultural barriers, difficulties in project coordination, etc.
• A description of the safeguards proposed in the literature for eliminating, mitigating or managing these risks.
• The identification of gaps in the literature as regards proposed safeguards for certain risks.
• A knowledge base from which new safeguards for the risks found can be proposed.
C. RESEARCH QUESTIONS
The research questions to be answered in this SLR are the following:
• RQ1: What risks appear in the literature in the application of Global RE?
• RQ2: What safeguards have been proposed in the literature to deal with the risks identified in RQ1?
IV. SEARCH STAGE
The Search stage is undertaken to look for the papers to be used as source of information. This stage includes Section IV.A. Sources and search strings and Section IV.B.
Search results and protocol deviation.

A. SOURCES AND SEARCH STRINGS
The following sources were selected to carry out this SLR:
• IEEE Digital Library (www.computer.org/portal/site/ csdl/index.jsp) • Google Scholar (scholar.google.com) These databases index both SE and IS literature, so they are likely to provide a high level of coverage of the SLR topic. Google Scholar was selected as a source of gray literature, such as technical reports and white papers.
The keywords of the search string were derived from the research questions. Furthermore, relevant literature and various trial searches in the databases were carried out to identify alternative terms and build the following search string:
Although our study focuses on RE in global, offshore scenarios, we have included the term distributed in the search string. In fact, these three keywords (global, offshore and distributed) have different meanings and should not be used interchangeably. As explained in Section I, offshore is a kind of global scenario; both global and offshore are more specific than distributed. There are two reasons for broadening the search string:
• Many papers in the literature refer to global and offshore scenarios simply as distributed, even though they refer to global or offshore settings. For example, Vlaar et al. [6] agree that distributed work ''involves collaboration among teams across locational, temporal and relational boundaries to accomplish an interdependent task'', and ''is characterized by geographic dispersion, reliance on electronic media, and national diversity''. Another example is provided by Schmid [5] , who uses ''(Globally) Distributed Requirements Engineering'' to refer to ''globally distributed people within the company who are involved in RE.''
• The risks encountered in distributed settings can also be found in global and offshore scenarios, where they are usually exacerbated, as discussed in Section I. It can thus be useful to find these risks in the literature to specify them in our repository.
B. SEARCH RESULTS AND PROTOCOL DEVIATION
The execution of searches for this SLR took place in June 2016. The number of studies found is presented in Table 1 , grouped by source. No protocol deviation was registered in the SLR.
V. SELECT STAGE
The Select stage refines the sample of studies to be reviewed. This section includes the sub-sections V.A. Inclusion and exclusion criteria and V.B. Study and data collection. 
A. INCLUSION AND EXCLUSION CRITERIA
During the various tests concerning the search string in the different sources, it was found that in many cases simply reading the title was sufficient to decide whether or not the study should be considered as a candidate study in the SLR. As the search terms are widely used in the literature, the searches produced many studies which are not related to the scope of this SLR. When reading the title was not enough to permit a study to be included or excluded as a candidate, the abstract, the introduction and even the whole document were read if necessary.
1) INCLUSION CRITERIA
The inclusion criteria used to determine whether or not a study could be considered as a candidate study are the following:
• i.c.1: Studies will be accepted which deal with risks in the application of Global RE and/or propose solutions to those risks.
• i.c.2: Studies will be accepted if special characteristics of Global RE are described, even though these features are not specifically identified as risks, but risks can be seen as resulting from them.
2) EXCLUSION CRITERIA
The exclusion criteria used to determine which candidate studies would not eventually be selected are listed below:
• e.c.1: Studies not written in the English language will be excluded.
• e.c.2: Studies with less than four pages will be excluded.
• e.c.3: Studies that have been extended or updated in more recent and complete studies by the same authors will be excluded.
B. STUDY AND DATA COLLECTION
After applying the inclusion criteria, most of the studies found were not labeled as candidate studies. After subsequently applying the exclusion criteria to the candidate studies, we obtained the studies that were eventually selected. Finally, identical studies repeated in several sources were not duplicated (see Table 1 ), so that 85 selected studies were eventually obtained. Selected studies are listed in Appendix A, while Appendix B shows the rejected candidate studies, together with the reason for their exclusion. The template shown in Table 2 has been used to collect and analyze data from the selected papers, and has been adapted from that proposed by Biolchini et al. [34] . The form contains a section showing the objective results described by the authors, indicating the research methodology (if reported), the risks posed to Global RE, the safeguards proposed for these risks, and the problems and limitations of the study reported by the authors themselves. Finally, in a third section in Table 2 , the subjective results are collected, together with the other authors' views in relation to the background of this SLR. 
VI. ANALYZE STAGE
The Analyze stage draws value from the selected studies of the SLR. The original Grounded Theory Literature Review Method [24] suggests the use of qualitative procedures borrowed from GTM. In contrast, the implementation of the Analyze stage in our methodology is based on both qualitative and quantitative procedures. Fig. 2 synthesizes our approach to this stage. In short, starting from the selected studies in the Select stage, first Global RE risks and safeguards are elicited (Activity A in Fig. 2 , Conceptualization). This elicitation is iteratively performed along with an emergent, bottom-up building of the so-called canonical risks and canonical safeguards from the risks and safeguards found. Once canonical risks and safeguards have been identified, our objective is to aggregate again those results. To that end, collaborative tagging allows us to build a folksonomy of the canonical risks and safeguards (Activity B); hierarchical clustering then leads to the emergent, bottom-up building of areas of concern to group related canonical risks (Activity C). A descriptive discussion of the concerns is also provided here. After that, bi-variate correlations are used to statistically relate canonical risks and safeguards, thus helping discover potential gaps in the research field (Activity D). Finally, threat analysis (Activity E) is carried out following the de facto standard approach by Wohlin et al. [22] . The remainder of this section provides a detailed explanation of these activities and relates them to the GTM open, axial and selective coding procedures shown in Fig. 2 .
A. CONCEPTUALIZATION (OPEN CODING): KNOWLEDGE SYNTHESIS AND QUALITY CRITERIA
The analytical GTM activity of open coding is done to identify, (re-)label and/or build a set of concepts based on the excerpts drawn from the selected papers [24] . Fig. 3 presents a UML conceptual diagram designed to show the structure of the knowledge drawn from the literature. Each risk or safeguard belongs to what we call a canonical risk or canonical safeguard, respectively. These canonical risks or safeguards were defined to help us synthesize risks and safeguards found in the literature; these risks and safeguards were similar enough to consider them within the same entity. A canonical risk or safeguard thus represents a set of risks or safeguards that are essentially the same, even if they have been found in different sources and have been written differently, or include some peculiarity despite being essentially the same. The first and third authors of this paper have identified the canonical risks and safeguards by consensus. A total of 218 risks and 146 safeguards were identified in the SLR. A total of 30 canonical risks and 29 canonical safeguards were also established.
Each canonical risk has an example attribute that illustrates the risk identified. Canonical safeguards have a face attribute in which the canonical risks will be referenced by those studies that intend to provide a solution, thereby establishing traceability between risks and safeguards. Canonical risks and safeguards also include a population attribute that shows how many times the associated risks or safeguards were found in the literature, and a weight attribute, setting an importance criterion. For this last attribute we have assigned a weight to each risk or safeguard: 0.5 to those drawn from gray literature, 1 to theoretical studies, and 2 to empirical studies. We give more value to empirical and industrial studies than to theoretical studies and gray literature, as empirical support for the majority of risks in the literature is moderate to low [23] . The weight of a canonical risk, or a canonical safeguard, will be the sum of all the weights of its related risks or safeguards. The reader can find the relationships between canonical risks and safeguards and their corresponding risks and safeguards, VOLUME 6, 2018 respectively, in the repository 2 . Finally, both risks and safeguards have an identifiedFrom attribute which identifies the source study referenced in the SLR.
B. COLLABORATIVE TAGGING (AXIAL CODING): FOLKSONOMY
The activity of axial coding is carried out to identify the interrelations between the concepts identified in open coding. This is done in this research by means of collaborative tagging. A specific series of tags was assigned to each canonical risk. Following the recommendations of Calefato et al. [35] , the tags were freely chosen by the authors of this work at the time of labeling these canonical risks, and were used to describe them in a synthetic manner, according to the experience of the authors. For example:
Since this task was performed iteratively and collaboratively, at the end of the process a folksonomy was obtained, resulting in a categorization that covered all the canonical risks [36] . A folksonomy is a type of ontology that sits between a thesaurus and a lightweight ontology as regards complexity [37] . Formally, the set of all labels used to tag all the canonical risks is A:
A semantic annotation approach was chosen to describe the canonical risks, because the flexibility of this mechanism fits well with representing the naturally overlapping concepts that can be found in the canonical risks. Furthermore, collaborative tagging allows us to produce the outcome we need for the subsequent grouping step.
C. CLUSTERING (SELECTIVE CODING): EMERGING AREAS OF CONCERN
Selective coding is an activity used to uncover, integrate and refine the categories of canonical risks. This is done in 2 http://www.um.es/giisw/GSD/wiki this research through hierarchical clustering analysis. In our study, a total of 14 tags were used. The cardinality of A -i.e. card(A)-is thus 14. The set of tags assigned to the ith canonical risk R i is a subset of A. For this reason, 1≤card(R i ) ≤14. In other words, each of the labels identified in the previous step of collaborative tagging may or may not be present in the categorization of a given canonical risk. These labels can therefore be encoded with a binary value 0 or 1:
A binary clustering approach was thus used to group the canonical risks into concerns in accordance with their degree of affinity or relationship. In particular, the Jaccard method for binary data was chosen [38] . To interpret the outcome of a cluster analysis, a dendrogram is commonly used. It displays the distance at which objects (and clusters) are combined, and is considered a helpful tool in deciding on the number of clusters [39] . Looking at iFig. 5, if we cut the dendrogram at 0.6, the resulting number of clusters is six. This choice gives us a balanced and manageable number of groups. Table 3 shows the canonical risks included in each cluster after applying the proposed method of semantic annotation and cluster analysis. The names of the clusters (concerns hereafter) have been assigned by the authors of this paper, inspired by the studies chosen in the SLR. The concerns are the following:
• Communication and distance (CAD): caused by the stakeholders' dispersion in space and time zones.
• Knowledge management and awareness (KMAA): arising from the difficulties of managing cohesion, and the ability to share knowledge between different work groups. • Socio-cultural differences (SCD): resulting from interactions between groups with large social and cultural differences.
• Management and project coordination (MAPC): caused by the structure of the companies involved, definition of roles and means of coordination.
• Client-vendor distance (CVD): resulting from interactions among clients (e.g. customers) and vendors (e.g.suppliers) in a globalized environment.
• Tools which support the process (TWSTP): caused by a lack of tools with which to support the RE process.
Two groups can be observed in Fig. 6 if we consider the number of risks that they contain. The first group corresponds to the Management and project coordination, Communication and distance, and Knowledge management and awareness concerns, and it contains the largest number of risks that may lead to increased costs or the failure of a particular GSD project. The remaining concerns can be found in the second group; they consist of Client-vendor distance, Socio-cultural differences and Tools which support the process. We believe that the largest amount of risks is found in the first group, because risks are more likely to occur when global projects have not yet been mastered, i.e. at an early stage of maturity, while the risks in the second group are more difficult to discern and to associate with specific ones arising from GSD. In addition, Tools which support the process is the only concern which has more safeguards than risks associated with it, whereas safeguards for the rest of concerns are apparently far more neglected in the literature. This may be caused by the more tangible nature of the risks related to tools, in comparison to those found in other concerns, which yield a higher number of safeguards.
The numbers of risks and safeguards found in the literature are shown in Table 4 , grouped by concern. In the last column we refer to the number of canonical risks with no identified safeguards in the literature. In addition, risks and safeguards and canonical risks and canonical safeguards are classified into the concerns categories, as shown in Fig. 6 and Fig. 7 , respectively. Please see Appendix C for a descriptive analysis of the concerns, including their canonical risks and safeguards. Table 5 shows the canonical safeguards together with their occurrences in the literature (Population column).
Most of the canonical risks identified in the literature also constitute risks in co-localized environments, but they worsen in GSD because of geographical, time, linguistic and cultural distance. Furthermore, GSD canonical risks can be classified according to their affinity to the Global RE process; that is to say: (a) a number of the canonical risks defined in the repository are ones that concern GSD processes in general, and not only the Global RE process. But these general GSD risks also have to be taken into account in Global RE, i.e. they influence Global RE in some way; (b) there are risks that are amplified in RE, i.e. they are general GSD risks but they affect Global RE intensely and become especially important VOLUME 6, 2018 in Global RE; and (c) there are risks that are specific to Global RE, i.e. they are focused on Global RE. For instance, the canonical risk Different time zones affects GSD processes in general, while the canonical risk Lack of informal and synchronous communication channels is amplified in Global RE; the canonical risk Difficult common understanding of requirements is specifically addressed to Global RE. Canonical risks are classified in this way in Table 6 , showing the number of occurrences of each type of canonical risk in the concern (symbol ).
There are subtle differences between general and amplified canonical risks in some cases. The first and second authors of this paper have classified the canonical risks in Table 6 by consensus. On the other hand, canonical safeguards are classified in Table 6 according to whether they are general GSD safeguards or Global RE specific safeguards. Notice that some canonical safeguards are repeated because they are shared by more than one canonical risk.
To sum up, 9 canonical risks are general GSD risks in Table 6 , but 21 canonical risks strongly affect Global RE because they are amplified in RE or specific to RE. In addition, 8 canonical risks and 8 canonical safeguards are specifically addressed to RE. As regards the canonical risks and safeguards specifically devoted to Global RE, Knowledge management and awareness and Client-vendor distance are the concerns which have the largest numbers of these. Moreover, the conclusion can be drawn from Table 6 that in the literature general canonical safeguards are much more numerous than canonical safeguards specific to Global RE.
D. META-ANALYSIS: CANONICAL RISKS AND SAFEGUARDS INTERPLAY
In this section, we study the results of the Analyze activities of A, B and C in a rigorous way, in an effort to gain new insights into the state-of-the-art by means of a quantitative analysis. In medicine, the majority of SLRs aim at formal meta-analysis of quantitative data [40] , but this is not usual in the IS and SE fields. However, Lacity et al. [41] show an example of meta-analysis that aggregates both qualitative and quantitative data by coding the knowledge drawn from the literature in a set of variables, as a basis for further rigorous study of the relationships among them. In a similar fashion, An empirical evaluation of the existing relationships between canonical risks and safeguards has been conducted by means of the following calculations, where the population and weight functions are, as explained in Section VI.A, the number of times a canonical risk or safeguard was found in the literature and the modifier assigned to each canonical risk or safeguard, respectively. For each concern:
safs
The risk function is our estimation of the relevance of a canonical risk in the literature. It takes the form shown in (1) formally, where rsk i refers to the ith canonical risk identified within a concern. In this calculation, we consider that the relevance of a canonical risk depends on the number of occurrences that it has in the literature. These occurrences are balanced in (1) by means of the weights described in Section VI.A, thus considering the type of the study where the risk is identified. Risks that appear in empirical studies have more weight than risks enumerated in theoretical studies, and the latter have more weight than risks described in gray literature.
The safs equation (2) is used to estimate the relevance of the canonical safeguards which deal with a canonical risk rsk i . In this formula, j iterates on the existing (if so) canonical safeguards identified for rsk i (numSafs represents this number), and saf j returns the estimation of the relevance of a specific canonical safeguard.
Equation (3) shows how the relevance of saf j is calculated, where sfg i,j refers to the jth canonical safeguard dealing with the ith canonical risk identified within a concern. We consider again that the relevance of a safeguard depends on the weighted number of occurrences it has in the literature. Fig. 8 displays the structure of the risks and safeguards repository by means of a directed graph. The canonical safeguards and risks are represented as green and red circles, respectively. Triangles are used to depict the concerns, whereas the centralized repository is drawn with a square. All those elements make up the set of vertices of the graph. The traceability relationships between the canonical safeguards and risks, along with the concerns where they are included, are illustrated with arrows. The relative importance of the canonical risks and safeguards is correlated with the size of the circles. The outcomes of the risk and saf j functions have been used for this purpose.
Once the operations shown in the equations above have been applied to the raw, initial data, then processed data are obtained and collected as shown in Table 7 . This is a rather complex table, where we want to highlight the risk and safeguards columns first, since they show the situation regarding how canonical risks are currently dealt with by canonical safeguards in the literature. Although it is possible to extract useful conclusions using the data alone, these columns have been divided into parts, so that two variablesone representing the risk and the other representing the associated safeguards-were obtained for each concern. The total number of variables in this study is therefore 12, namely CAD_RSK and CAD_SFG, KMAA_RSK and KMAA_SFG, SCD_RSK and SCD_SFG, MAPC_RSK and MAPC_SFG, TWSTP_RSK and TWSTP_SFG, and finally CVD_RSK and CVD_SFG. Exemplifying, CAD_RSK is the 5-tuple (66.5, 91, 110, 198, 20) and SCD_SFG is the 3-tuple (216, 6, 4).
We believe that it would be interesting to find out whether there are proper relationships between the relevance of canonical risks and the relevance of their associated safeguards in the literature. For example, there can be a canonical risk that is very relevant in the literature while its safeguards are not; this situation could flag up that more research is required to address that risk in the literature. To uncover these situations, bivariate correlation tests have been applied to measure the association between the variables. The Pearson correlation coefficient is a measure of the strength of linear dependence between two variables. It only makes sense to apply these tests to each pair of variables <X>_RSK and <X>_SFG, where <X> represents a concern, since we assume that there are no other reasonable relations between the variables. The results obtained are shown as follows. To clarify their meaning, the values obtained are the r-values-the rvalue indicates the strength and direction (±) of the correlation; the bigger the better-. The '' * '' or '' * * '' signifies that the null hypothesis H 0 can be rejected (i.e. variables really correlate between them): Communication and distance (-0.717), Knowledge management and awareness (-0.317), Socio-cultural differences (-0.260), Management and project coordination (-0.079), Client-vendor distance (-0.355) and Tools which support the process (1.000 * * ). The symbol '' * * '' signifies that the correlation is significant at the 0.01 level (2-tailed). Some specific insights that could be drawn from these data are the following:
• The correlation between the relevance of risks and safeguards in the concern CAD -Communication and distance presents a negative value (-0.717), which is not high enough to be significant. In other words, most pairs of risks/safeguards might be inversely related (i.e. if a canonical risk is relevant, the canonical safeguards are not relevant, and if a canonical risk is non-relevant the canonical safeguards are relevant), but there might be deviations to this rule.
• When seeking an association between the relevance of risks and safeguards in KMAA -Knowledge management and awareness (-0.317), SCD -Socio-cultural differences (-0.260) and CVD -Client-vendor distance (-0.355), the anticorrelation result is not extensive. The variables do not show a clear tendency to vary together.
• There is no correlation at all between the relevance of the risks and their safeguards when considering the concern 
MAPC -Management and project coordination(-0.079),
thus confirming that it is necessary to study the data in greater detail. This is done through another quantitative measure, ratio, as discussed below-see formula (4).
• There are strong positive correlations between the variables in TWSTP -Tools which support the process (1.000 * * ). In this concern, the existence of connections between risks and safeguards were revealed, signifying that if a specific canonical risk is relevant, the canonical safeguards defined are also important; if a canonical risk is not important, the canonical safeguards are not relevant. A formal assessment of the correlations between the previous variables is useful, but if this technique alone was applied, VOLUME 6, 2018 the circumstances of each canonical risk by itself might go unnoticed, since correlations apply to concerns, and not to specific canonical risks. Table 7 shows a measure called ratio, which is calculated by using (4) to provide an individual assessment, canonical risk by canonical risk, of the amount of attention that should be paid to each one.
If the value returned by ratio is greater than 1-in other words, if the relevance in the literature of the canonical safeguards that deal with a canonical risk is greater than the relevance in the literature of that canonical risk-then it can be concluded that the ith canonical risk is covered by a suitable number of canonical safeguards. It seems reasonable to assume that a risk that appears a number of times in the literature should be addressed by safeguards that appear a similar number of times in the literature. In contrast, ratio values between 0 and 1 uncover canonical risks which should currently be demanding more attention from the scientific community to discover more safeguards to deal with them.
The value 1 corresponds to a balanced scenario, i.e. it seems that sufficient safeguards with which to tackle rsk i can be found in the literature. In summary, an analysis of these ratios reveals the following issues:
• The ratios attained in the Communication and distance concern reveal that, in general, there are powerful instruments for dealing with these problems (see ratio column in Table 7) . These values help interpret the previous result of the bivariate correlation test: the canonical risks in CAD are not as relevant (or as widely discussed in literature) as their canonical safeguards.
• In contrast, many of the canonical risks within the Knowledge management and awareness, Cultural differences and Client-vendor distance concerns represent a potential area of difficulties. In all these concerns, there is some imbalance between the relevance of the risks and safeguards according to the results of the correlation tests, which indicated a certain degree of inverse correlation. Firstly, in the case of Knowledge management and awareness, the Lack of ability to share knowledge (0.05) and Lack of speed when communicating changes in requirements (0.00) canonical risks have been identified as important barriers to GSD, but the number of convincing resources to overcome them is not relevant enough. With regard to the Socio-cultural differences concern, the Socio-cultural communication problems canonical risk (0.02) represents an appealing area for improvement and research. It is important to bear in mind that this topic is different from those found in the Communication and distance concern, since the former involves cultural issues. Finally, an intensive research activity is required to fill the gap between two canonical risks included in the Client-vendor distance concern and their safeguards. In particular, Difficulty of extracting relevant information from stakeholders (0.00) and Difficulty of identifying the key users (0.00) can be highlighted in this regard.
• The correlation analysis revealed the existence of nonrelated pairsŕthere is no correlation between variablesŕin Management and project coordination, an extensive concern with a large number of canonical risks, and indeed an insufficient number of safeguards are provided in scientific literature to deal with the canonical risks of Different terminologies and notations (0.07), Lack of experience in GSD (0.00), Lack of leadership (0.18), Processes that are not well-defined (0.02) and Conflict between client and vendor (0.09).
• Finally, the Tools which support the process concern only contains two canonical risks with the following characteristics: Lack of suitable tools for GSD has been thoroughly studied in the literature, especially regarding the corresponding safeguards, whereas Tools not employed due to lack of performance and security does not get a good result when it comes to ratio (0.00). This apparently contradicts the outcome of the correlation analysis, which showed a significant direct correlation between variables, but actually the dimension of the latter canonical risk is minimal (population = weight = 1), like its safeguards ŕwhich are zero.
E. THREATS TO VALIDITY
The potential threats to validity and the steps taken to mitigate or minimize them are discussed below, following the scheme put forward by Wohlin et al. [22] : Construct Validity: Construct threats to validity in an SLR are related to the identification of primary studies [42] , [43] . The principal limitation of this SLR is related to the selection of the studies included, since not all of the papers that are part of this review were empirical studies, and may therefore be lacking in validity. However, (1) the large number of studies analyzed reinforces the results and conclusions that were obtained; and (2) empirical and industrial papers have a greater weight in the repository than theoretical studies. A high quality SLR should be based on a rigorous search process. To that end, a carefully designed search string was proposed to obtain an exhaustive list of relevant primary studies. However, we are conscious that different terms exist that are closely related to the key words introduced in the search string. It is thus possible that some synonyms or homonyms relevant to the creation of terms for the search string (Section IV.A) were not considered, signifying that some additional risks or safeguards may have been omitted. This being the case, the results found may not be complete. It must also be highlighted that the references in the selected studies were not scanned to identify further studies. However, we built the search string iteratively, and we are confident that the terms used do indeed cover the set of papers related to the field of study properly. The searches were performed using IEEE Digital Library, ACM Digital Library, ScienceDirect, Kluwer+Springer, JStor, EBSCOhost, Springer-Business, AIS, Scopus-Social Sciences and Google Scholar. Nevertheless, the number of primary studies identified (85 papers) seems sufficient for us to be able to gain a deep understanding of the topic investigated. The searches made with Google Scholar provided gray literature whose quality level is not guaranteed, but a master's thesis by Ahmad and Khan [44] was eventually the only gray literature to be found and then selected in this SLR. We realize that gray literature is not as solid and reliable as scientific literature; the risks and safeguards extracted from the former therefore have a lower weight in the repository than those obtained from scientific literature.
Internal Validity: Internal validity deals with extraction and data analysis [42] , [43] . Two authors performed the data extraction and classification of the primary studies, while the other authors reviewed the final results. The decision as to which data to collect and how to classify the papers was therefore performed on the judgement of the authors conducting the SLR. When conducting the SLR, articles were not excluded based on quality assessment. Even if some researchers might find it preferable to exclude those articles, we believe that including them allows us to enrich VOLUME 6, 2018 the repository. Finally on this point, the results of the quantitative analysis are based on the repository grouping of risks and safeguards, together with concern and debatable weight assignments. All in all, we believe that our decisions are reasonable: they were agreed on by the five authors of this paper and provide a common point of view from which to analyze the state-of-the-art.
Conclusion Validity: In the case of an SLR, this threat refers to factors such as missing studies and incorrect data extraction [42] , [43] . The aim is to control these factors so that an SLR can be performed by other researchers who will draw the same conclusions. Bias about selecting and classifying primary studies and analyzing data may therefore affect the interpretation of the results. To mitigate this threat, every step performed in the selection and data extraction activity was clearly described, as discussed previously. The traceability between the data extracted and the conclusions was maintained carefully. We believe that the slight differences caused by publication selection bias and misclassification should not alter the main conclusions drawn from the articles identified in this SLR. Moreover, the quantitative analysis is based on a definition of the relevance of a risk or safeguard that is debatable. A risk or safeguard that is less populated in the literature is not necessarily less important, but it is our belief that in most cases the number of appearances of a topic in the literature is a metric of the attention that the scientific community pays to it.
External Validity: External validity is related to the generalization of this study [45] , [46] . The searches carried out in this SLR consider the GSD domain explicitly, and the validity of the conclusions drawn in this paper concerns the GSD context. However, the findings of this study should be validated by experts in the GSD industry. Every organization interested in the GSD realm can extend the risks and safeguards that results from this study starting from their knowhow or additional information sources. In addition, some risks and safeguards drawn from the literature may be related to general issues in GSD as well as to RE. Since RE is related to many other processes, we have decided to include them all in the repository.
1) RELIABILITY ANALYSIS
of the systematic literature review We believe that this paper fulfills the checklist of features that an ideal literature review should have according to Webster and Watson [25] . Ali and Usman [45] , for their part, report issues with current checklists for the quality evaluation of existing SLRs: those lists target only consistency and overlook repeatability. The more comprehensive evaluation checklist for performing and reporting SLRs in SE developed by these authors was used to perform quality assessment of our SLR. Table 8 shows the data extraction template and results.
We used automated-search alone as our search strategy. However, a set of ten databases of different types were used, including publisher and indexing databases, along with a source of gray literature (Google Scholar). Although the use of multiple search methods is often recommended, the high number of sources and their diversity provides good coverage and reduces publisher bias.
The keywords of our search string were derived from the research questions. Alternative terms and synonyms were identified by reviewing relevant, related papers and by running several trial searches. The complete general search string with logical operators was reported; the database-specific search strings and fields searched, however, were not documented during the SLR process, and cannot thus be reported. Total and database-specific search results were reported, along with the time frame filter, which is not bounded by a start date.
A known-set for validating or constructing the search string was not used in our study. The validation of the review protocol was performed by the third author (design) and the rest of the authors (review).
The previous analysis shows that the reliability of this SLR is in line with other studies of the same nature reported by Ali and Usman [45] . As acknowledged by these authors, it is not possible to repeat the search process of the majority of current SLRs, and when sufficient details are provided, there are other factors that can make the queries return different results. It is nevertheless advisable to adopt the new recommendations when carrying out this type of study if both consistency and repeatability are to be improved.
VII. RELATED WORK
The focus of this paper is rather specific; in a nutshell, the issue tackled is RE risk and safeguards in GSD. Other papers share this narrow scope of studying a specific process in the GSD. For example, Ulziit et al. [46] deal with challenges and solutions for managing global software maintenance. There are, however, papers in the literature that study risk management in a more general setting, providing organizational context for the risk management process. In this regard, Aubert et al. [47] claim there is a need for a framework that knits multi-theory perspectives of information technology (IT) implementation, and show a reification of this framework through a multi-level theoretical model that relates risk management with higher-level decisions in the organizational economics.
The RE process in GSD is one specific aspect of a more general issue, namely IT outsourcing. Lacity et al. [27] take this broader perspective to perform an exhaustive review of the literature in IT outsourcing, with a focus on practice. The authors study the strategic intent behind outsourcing decisions, the risks of IT outsourcing, and how they are mitigated. This review also considers offshore IT outsourcing risks, since the authors claim that offshore IT outsourcing poses additional challenges when compared to domestic IT outsourcing; some of these issues are so difficult to manage that practitioners are turning to nearshore settings. The review uses a master list to code the similarities in the knowledge found in the literature, and to register the number of papers that deal with each topic in IT outsourcing. This approach to aggregate findings across the literature resembles the canonical risk and safeguards presented in this paper, together with their occurrences in the SLR. Lacity et al. [41] go a step further in the study of IT outsourcing literature, paying attention to decisions and outcomes, and pointing out research gaps in the field. The study rigorously examines evidence in the literature to identify dependent and independent variables, their frequency in the literature, and the relationships between them. One of the challenging aspects of IT outsourcing is vendor transition. Concerning this issue, Chua et al. [48] provide guidelines to tackle the so-called conflicts, by providing strategies and tactics to address them.
Coming back to RE, some researchers such as Zowghi and Damian [49] , Illes-Seifert et al. [50] , Helén [51] , Kwan et al. [52] , Ebling et al. [53] , and Khan et al. [54] have already focused on the risks involved in a global development in RE. A number of reviews that offer views that complement the SLR presented in this paper can therefore be found in the literature.
Noll et al. [55] reviewed the GSD literature published between January 2000 and October 2009 in the IEEEXplore bibliographic database, in their endeavor to discover potential barriers to collaboration, as well as to identify specific practices that show how organizations can overcome these barriers. Jabangwe and Nurdiani [56] and da Silva et al. [57] , [58] conducted SLRs on the identification of challenges in GSD along with the corresponding mitigation strategies. Jiménez et al. [59] , for their part, conducted an SLR that focused on the initiatives related to the improvements made to the distributed software development process, and created a taxonomy of concerns similar to those presented in our research. All of these studies look at the distributed development process in general, while our research focuses especially on RE.
Khan et al. [60] conducted an SLR on GSD in which the possible barriers that may be encountered by those clients who would like to outsource their software development are identified. They studied the distribution of these barriers according to various factors: (1) with regard to the size of the vendor organization (small, medium or large); (2) there may be different barriers according to the particular continent on which the client is located (Asia, North America and Europe); (3) the different study methodologies used in the literature; and finally, (4) a comparison is made between the barriers identified in the literature in the years 1990-1999 and those seen in the period of 2000-mid 2008. In a similar study, Smite et al. [61] conducted an SLR on GSD to describe the state-of-the-art in empirical studies of GSD, and the strength of the empirical evidence reflected in the literature. We believe that our research serves as a contribution in this regard, since we present a set of safeguards that have been identified from the relevant literature, including several techniques or best practices to be considered in GSD; these techniques and practices have additionally been classified into six different concerns.
Costa et al. [62] identify models and tools that support GSD, explaining that the number of studies found has increased since the year 2000, although not many tools have been developed to support it. A similar study by Prikladnicki and Audy [63] can be found, in which an SLR on process models for GSD is conducted. In our research, safeguards can be applied not only to the tools and process models surveyed by the two previous papers, but also to recommendations and best practices that help to mitigate the risks that are present in a global setting.
By means of an SLR, together with interviews of industrial experts, Nidhra et al. [64] identified 60 different challenges and 79 mitigation strategies for knowledge transfer in GSD environments. The authors grouped the challenges and mitigation strategies into three factors: (1) personnel; (2) project; and (3) technology. Sub-categories of personnelrelated challenges include language barriers, cultural differences, trust, personal attributes, and staffing. Sub-categories of project-related challenges include inadequate infrastructure, problems in RE and documentation, temporal distance, changing vendor, additional costs, meeting project deadlines, coping with novelty, and communication challenges. Finally, sub-categories of technology-related challenges include challenges with tool support, and challenges with transactive memory systems.
Verner et al. [23] performed a tertiary study on SLRs in the GSD field. These authors found a total of 24 unique GSD SLR studies. Data extracted from each study included: (1) authors, their affiliation and publishing venue; (2) SLR quality; (3) research focus; (4) GSD risks; (5) risk mitigation strategies; and (6) for each SLR, the number of primary studies reporting each risk and risk mitigation strategy. The result of the study VOLUME 6, 2018 is that the main GSD topics covered include (1) organizational environment; (2) project execution; (3) project planning and control; and (4) project scope and requirements. The authors elicited 85 risks and 77 risk mitigation advice items, and classified them into four categories: (1) outsourcing rationale; (2) software development; (3) human resources; and (4) project management. The largest group of risks was related to project management.
In contrast to the work already described in this section, (1) our research has a greater focus on RE; (2) a ready-to-use risks and safeguards repository comes into being as a result of this SLR; and (3) to the best of our knowledge, this is the first paper that analyzes the field quantitatively by means of statistical techniques in an effort to cluster the findings of the review, as well as to uncover some correlations between the risks and safeguards under study. López et al. [65] summarize an early version of the repository presented in this paper.
VIII. CONCLUSIONS AND FURTHER WORK
This paper analyzes qualitatively and quantitatively the results of an SLR concerning risks and safeguards for Global RE. Our study establishes a methodology that is rooted in GTM and quantitative analysis procedures, whose aim is to categorize knowledge in the literature concerning risks and safeguards for Global RE. It is our belief that this methodological framework, which extends the Grounded Theory Literature Review Method, is novel in Global RE; in our view it could be adapted so as to structure knowledge and develop models in other related fields of study, such as maintenance or knowledge management in GSD.
The four canonical risks that have most risks associated with them are shown in Table 7 contains some safeguards/risk pairs with ratio = 0. These values highlight the risks for which no safeguards have been proposed in literature. However, not every risk has the same magnitude (see the risk equation in Section VI.D), and attention should thus preferably be focused on the bigger and most populated risks (e.g. the Difficulty of identifying the key users ratio is equal to the Lack of speed when communicating changes in requirements ratio (0.00), but the former risk is 7 times greater than the latter). Moreover, the Management and project coordination, Knowledge management and awareness, Socio-cultural differences and Clientvendor distance concerns are those with greatest needs in terms of safeguards to be proposed to manage canonical risks. In the Knowledge management and awareness concern, the canonical risk Lack of ability to share knowledge has a ratio close to zero (0.05), and the greatest relevance according to our study (1551). Also, in the Management and project coordination concern, Conflict between client and vendor (0.09) and Processes that are not well-defined (0.02) are ranked second (648) and third (400) among the canonical risks according to size, while our analysis does not show the same degree of relevance in their safeguards. The fourth canonical risk (287) is Socio-cultural communication problems (0.02), which is included in the Socio-cultural differences concern. All this suggests that these are the canonical risks to which more attention must be paid.
The results of this research are compiled in a publiclyavailable repository. Although our research deals with risks and safeguards collected from scientific literature, it is of a highly practical nature, which makes it useful for any company involved in GSD. For example, the repository can be useful for organizations and engineers inexperienced in GSD, who can use it as a learning tool in the GSD realm. When creating the repository, we do not intend to propose a single solution, in the sense of having the risks and safeguards specified and classified in the only possible way. We have attempted to create a useful structure instead, even though we are conscious that the results of the SLR could be grouped and specified distinctly. We should also remark that Semantic MediaWiki, a free, open-source extension to MediaWiki, 3 was the technology used to implement the repository. Wikis are flexible platforms for asynchronous collaboration to create content in general [66] , but other knowledge representation means could have been selected for this purpose.
We believe that the repository may be a structured and extensible knowledge base that could be tailored collaboratively in accordance with the organization's best practices and know-how. We have therefore chosen a collaborative tool like Media Wiki to implement the repository. Starting from their know-how, organizations that perform GSD can introduce their own safeguards in the repository. The source attribute of these new safeguards could be proposed, to differentiate them from those safeguards elicited from the literature. Taking our experience as a starting point, we have introduced some proposed safeguards in the repository, although these have not been considered in the quantitative analysis. The current version of the repository also contains new safeguards drawn from [67] , and is intended to guide organizations in the acquisition of products and services. CMMI-ACQ includes process areas such as REQM, Requirements Management, which helped us to extend the repository. These safeguards have not been discussed in this paper due to limitations on space, but the reader can consult them online. Table 10 shows the candidate studies that were excluded from the SLR.
APPENDIX
A. STUDIES INCLUDED IN THE SYSTEMATIC LITERATURE REVIEW
B. EXCLUDED CANDIDATE STUDIES
C. DESCRIPTIVE ANALYSIS OF THE CONCERNS
The following sub-sections present the risks and safeguards in Global RE that have been found in the SLR. Grouped into the six concerns of our research, we first present the canonical risks (thus answering RQ1), followed by the corresponding safeguards (answering RQ2).
1) COMMUNICATION AND DISTANCE
Communication in Global RE is a key factor in the project's success. The following are the canonical risks that result from our analysis of the literature and that have to do with increased distance between the stakeholders leading to a worsening in communication. Each canonical risk is described briefly below, together with its canonical safeguards. A complete description of the risks and safeguards of the concern can be found in the repository. Different time zones [16] , [17] , [44] , [68] - [72] , a factor that causes delays in urgent matters and that is due to timearea differences between different groups [44] . Sometimes, the limited time window available for exchanging knowledge in GSD means that synchronous virtual meetings are held between sites with large differences in timetables, so the outcome is often inconvenient or confusing; the meeting will be too late in some places, or too early in others [73] . The canonical safeguards which we have found are the following: (1) Collaborative creation of requirements [74] , [75] and (2) New communication channels [16] , [44] , [71] , [76] - [78] . Collaborative creation of requirements implies that requirements documents will be composed collaboratively by remote analysts and team heads. New communication channels, for its part, is a safeguard that includes the use of asynchronous communication such as e-mail [44] to establish communication mechanisms so that important questions are answered without fail [70] , or synchronous communication such as regular meetings via video conference [16] during any available work period in which groups overlap. In this regard, Damian [16] finds that small distributed teams have seen weekly meetings supported by video-or teleconferencing to be successful for requirements gathering, validation, and management activities. An attempt to create open lines of communication between user roles is made by Clerc [70] , who proposes the creation of a clear organizational structure with people in charge of communication.
Lack of informal and synchronous communication channels [7] , [16] , [49] , [75] , [79] , which is a risk wherever poorlydefined/poorly-used communication channels may appear in GSD. The canonical safeguards here are (1) Communication managers [70] , [71] , [80] , [81] and again (2) New communication channels [16] , [44] , [71] , [76] - [78] . Communication managers imply the modeling of the flow of information (including documents or verbal communication) of a distributed software project [81] . It is also recommended that a repository of artifacts, defining a storehouse of important decisions, as well as the reasons for such decisions [70] , should be established. Urgent response is also needed to set up communication mechanisms so that the very important and urgent questions can be answered quickly [70] . Another way is to conduct reverse presentations, i.e. let the vendor or client explain in their own words if they have understood what you have just explained [71] .
Lack of face to face meetings [15] , [44] , [50] , [51] , [68] , [71] , [77] , [82] , [83] , which causes misunderstandings, lack of trust and repetition of work. The canonical safeguard that deals with this risk is Establishing of face to face meetings [44] , [50] , [70] , [71] , [82] , [84] , which includes proposals for managing this canonical risk such as having an initial meeting [70] , [84] , increasing the number of face to face interactions [50] , [70] , [82] , and establishing a local office near the partner company [70] . Weekly meetings to share knowledge are advisable, with the following pattern [50] : ''At least NUMBER_OF_MEETINGS meetings will be carried out in each requirements engineering process iteration, in which coordinator and team heads will take part'', where NUMBER_OF_MEETINGS should be replaced with the appropriate value (i.e. a natural number). [6] , [15] , [51] , [68] , [70] , [71] , which affects the negotiation of requirements, the relationships among stakeholders, and the bonds of trust between stakeholders. The canonical safeguard that deals with this risk is Establishing of face to face meetings [44] , [50] , [70] , [71] , [82] , [84] . New forms of communication, such as the use of video conferences [77] , together with an increase in informal communications by e-mail, chat or telephone [44] , are suggested.
Lack of informal communication
Lack of team cohesion [17] , [49] , [51] , [81] . Distance can cause timidity and passivity, even in skilled experts [17] , loss of team cohesion, and a lack of trust [51] ; may even result in certain members of the distributed team in GSD vying for power and influence [49] . Collaborative work and face to face meetings are key to enhancing trust and a sense of being a team [70] , [82] , [84] ; in this respect, the canonical safeguards that we have found are (1) Collaborative creation of requirements [74] , [75] and (2) Establishing of face to face meetings [44] , [50] , [70] , [71] , [82] , [84] .
2) KNOWLEDGE MANAGEMENT AND AWARENESS
Appropriate knowledge management and clear awareness of the workspace are key objectives within any software project. While these are difficult targets to achieve in a traditional environment [85] , a number of additional risks may arise in a GSD environment. These risks are included in the following canonical risks:
Difficult common understanding of requirements [6] , [17] , [74] , [80] , [86] - [89] , as it is difficult to achieve a common comprehension of requirements in GSD. Developers often realize that the rationale of the requirements is not clear in GSD, and they do not know exactly why they were formulated as they were. It is thus quite common for developers to misunderstand the requirements in GSD, thereby causing delays and needing additional effort to explain them [87] . Analysts who are used to non-distributed developments may have problems in creating specifications that are detailed enough for outsourcing [17] . The canonical safeguard that corresponds to this risk is Establishing of face to face meetings [44] , [50] , [70] , [71] , [82] , [84] , which enables face-to-face cooperation and communication, as well as social and cultural workshops. It is advisable to start projects with a kind of boot camp [71] , i.e. to establish initial relationships by means of a face to face meeting whose goal is for those attending to obtain a shared understanding of the project context and the goals to be achieved [70] . Ahmad and Khan [44] propose a visual representation of the requirements, together with new means of communication, such as intranets or discussion forums.
Lack of ability to share knowledge [5] , [7] , [14] , [16] , [17] , [50] , [71] ,72, [75] , [78] , [90] - [93] . Awareness in co-located projects benefits from informal communication flows that sometimes transmit the changes of the state of the project quicker than the formal documentation does. However, the projects in GSD do not receive the benefits of the social mechanisms and natural processes that traditional developments possess [14] . In GSD the lack of trust and inability to share knowledge makes it more difficult to reach a methodology that fosters the exchange of critical information during requirements management [16] . In addition, analysts and developers in GSD might know nothing about the application domain, especially in their first collaborations [17] . Knowledge is sometimes not available in explicit form [71] , and the offshore team may have a feeling that knowledge about the domain is missing [71] . Four canonical safeguards have been identified in the literature to deal with this risk: (1) Incorporate requirements attributes [87] , [94] , [95] ; (2) Domain Owner [94] , [96] ; (3) Single repository of reusable requirements [90] ; and (4) Monitoring of development process [7] . Concerning the first safeguard, Overhage et al. [95] propose that those colleagues with a greater domain knowledge should interpret requirements specifications in a more accurate manner, setting the necessary attributes to the requirements. Regarding the second safeguard, Daneva et al. [94] propose the creation of a new role called Domain Owner, an individual who is responsible for accumulating knowledge concerning the client's business domain, sharing it among team members, and packaging it in a form that is reusable in future projects. This new role raises the costs of the project but improves the transfer of knowledge. The third safeguard, Single repository of reusable requirements, means that an improvement can be made to the speci?cation process by using learning based on reusable requirements catalogs [90] . Finally, the fourth safeguard, Monitoring of development process, is related to status reporting practices [7] , i.e. reporting formats, reporting channels, decision authorities, and problem-solving practices should be defined (distributing drafts of schedules and task assignments for each incremental release, creating weekly task reports and meetings within a subgroup, along with delivery reports).
Lack of global awareness [5] , [14] , [16] , [71] , [95] , [97] refers to the risk that people do not have a shared, unified view of the project. For example, people often work on the same requirements in GSD without having a clear idea of who is working on what. Another example is the need to manage and document the tacit client support knowledge that accumulates gradually throughout various systems [98] . This is a rather complex canonical risk, and a number of the collected safeguards could be considered to help indirectly in this regard. We have specified one canonical safeguard: Knowledge sharing [44] , [71] , which is intended to leverage the interaction of the team with other groups [44] . Global awareness can be promoted by implementing a knowledge repository, as part of the business process and existing tools in use. The use of knowledge maps and the installation of a knowledge management team can also be useful [71] .
Lack of speed when communicating changes in requirements [14] , [99] . This refers to the delay in communicating the changes in the requirements to the stakeholders. Changes in requirements in GSD are usually not reported to relevant stakeholders as soon as they occur [99] . No specific safeguard with which to deal with this risk has been found in the literature.
Lack of trust [44] , [95] , [100] - [102] , which refers to the lack of trust between groups in a global development environment, owing either to the offshore company's lack of expertise or to its lack of a business model. A competitive rather than a cooperative relationship may be established in GSD, and this can cause a lack of sense of being a team and bring about a drop in motivation. Several safeguards to increase trust within and between the groups have been found in the literature: (1) Risk management model in the GSD [7] , [71] , [103] - [106] ; (2) Increase in collaboration and coordination between companies [5] , [7] , [44] , [52] , [95] ; and again (3) Knowledge sharing [6] , [7] , [44] , [71] , [88] , [102] , [107] , [108] .
3) SOCIO-CULTURAL DIFFERENCES
In a traditional, co-localized development it is common for all the members in a working group to share the same or similar cultures, or to have a common understanding of the cultural knowledge that may be considered as preponderant. In a global environment, on the other hand, a variety of cultures with different degrees of compatibility between them may exist. For instance, cultural differences in terms of power distance, information system designer values, and an active versus passive working attitude critically influence offshore outsourcing success [109] . Cultural distance is also a factor that influences outsourcing decisions [110] and the allocation of work packages in GSD [111] . There are soft internationalization competencies such as cultural awareness, the understanding of other people's perspectives, needs and values, and foreign language skills, all of which play an important role in Global RE [112] . The canonical risks that we have identified in the literature are the following:
Socio-cultural collaborative problems [50] , [51] , [71] , [112] - [114] may arise between different groups as a result of differences in education, culture or experience in GSD projects. The following canonical safeguards have been identified in the literature: (1) Cultural differences of participants in the project will be studied [7] , [71] , [115] , [116] , so that conducting a preliminary study on the degree of compatibility between cultures could prevent future problems that come about as a result of cultural differences; (2) Bridge between two cultures [5] , [71] , [116] , [117] , because the project can be aided by a person who has lived in both cultures for a long enough period of time; (3) Team backup [116] , i.e. creating backup teams in different locations can assist in dealing with unforeseen events that are produced by cultural and festive events, thus helping to provide a 24/7 support throughout the year; and finally (4) Gender Analysis -Differences and relations between men and women will be studied [116] , since identifying the role of female team members within working teams in other cultures can help to mitigate potential collaboration risks between the working groups. [5] , [15] , [44] , [51] , [70] , [82] , [83] , [95] , [100] , [108] , [112] , [118] . This canonical risk can be caused by cultural differences (since each culture has a different way of thinking and tackling problems), as well as by linguistic and vocabulary differences that may result in incoherent requirements. As one way of reducing this risk, the canonical safeguard Use of a common language, asks for the formal establishment of a common language between the working groups [50] , [95] .
Socio-cultural communication problems
Regulatory differences in globally distributed settings [5] , [112] , [119] , [120] , due to the diversity of legal requirements in different contexts (countries, organizations, situations, etc.). Developing a system for different contexts implies recognizing that the regulatory, legal requirements for the system can differ from one location to another. This diversity should be managed in a systematic way [120] , taking into account the variability in compliance, and avoiding contradictions. In this sense, Spichkova et al. [120] propose the following safeguard: Traceability and change analysis in the global context. In a nutshell, this safeguard means the use of a framework for requirements structuring, as well as traceability and change analysis in Global RE.
4) MANAGEMENT AND PROJECT COORDINATION
A number of canonical risks that may arise in management and project coordination in GSD have been identified in the literature. This is a troublesome issue, since it is not straightforward to initiate changes in a network of loosely-coupled operators with different cultures, management structures, compensation and motivation models [98] . The canonical risks encountered in the literature are listed below. In the particular cases of some of these risks, safeguards to manage them properly in GSD have not been found.
Confidentiality and business secrets [105] . Confidentiality and protection of trade secrets become potential risks in outsourcing, since vendor companies do not usually wish to reveal their infrastructure and methodology to their clients and thereby allow them to make an assessment of potential confidentiality risks. To deal with this risk, the following canonical safeguard has been identified: Risk management model in the GSD [7] , [71] , [103] - [106] . In this regard, Morali and Wieringa [105] introduce the CRAC (Confidentiality Risk Assessment and Comparison) method, which has been adapted to distributed environments and is called CRAC++. This method gives explicit consideration to confidentiality risks and protection of business secrets.
Conflict management highlights difficulties in managing conflicts between groups or companies in GSD, as well as in maintaining open discussions. Three canonical safeguards have been found in the literature: (1) Establishing of initial rules for resolving conflicts [82] , [89] , [95] ; (2) Increase in collaboration and coordination between companies [5] , [7] , [44] , [52] , [95] , [102] ; and (3) The moderator will chair requirements negotiation discussions to solve conflicts and to reach shared solutions [116] .
Different terminologies and notations [6] , [17] , [50] , [95] . It is possible for remote work groups in GSD to use different requirements terminology or notations [50] , thus leading to requirements or even contracts which are misunderstood or interpreted in different ways [95] . Vlaar et al. [6] also address the so-called experience asymmetries: when offshore team members do not have sufficient knowledge of particular technologies and programming languages, they do not fully understand the terminologies and technological jargon used in the requirements documents. Experienced members offshore generally find it easier to understand requirements, and do not need as much communication compared to novices. A canonical safeguard has been identified in the literature: The moderator will chair requirements negotiation discussions to solve conflicts and to reach shared solutions [116] . When the onsite team reports and updates offshore team members on the discussions they have had with clients, onsite and offshore team members can jointly develop better solutions for the issues that were brought up by clients. They start to rely more on each other's experience and knowledge, viewing problems and potential solutions from multiple perspectives, and co-creating new understandings [6] .
Distribution of work [79] , [101] , [121] is related to the greater complexity involved when creating a balanced distribution of work among all the groups involved in a GSD project. Two canonical safeguards have been identified: (1) Increase in collaboration and coordination between companies [5] , [7] , [44] , [52] , [95] , [102] , so that the workload is more equitable; and (2) The moderator will chair requirements negotiation discussions to solve conflicts and to reach shared solutions [116] , i.e. the use of a moderator who mediates between the various companies in the effort to solve conflicts in the distribution of workload among the groups.
Failure to consider the costs of GSD [71] , [75] , [100] , [107] : a lack of estimates of extra cost may arise in a global environment; this goes beyond the contract-based payments to the vendor for traveling, accommodation, duplication of the project structure, controlling vendor performance, coordinating project resources, transferring knowledge to vendor personnel, and specifying software requirements. The client can usually incur post contractual extra costs for four types of activities: requirements specification and design, knowledge transfer, control, and coordination. These extra costs are quite often underestimated [107] . Three canonical safeguards to solve this risk have been identified in the literature: (1) Risk management model in the GSD [7] , [71] , [103] - [106] , encompassing GSD management models which can be used to reduce the rising costs typical of a global environment; (2) Establishing of initial rules for resolving conflicts [82] , [89] , [95] , which means, determining a set of initial rules and a contract which is sufficiently flexible to avoid potential conflicts during project development; and (3) Tools with communication features that support collaborative environments, since communication technologies, such as video conferencing, e-mail, and groupware tools that support virtual collaborative work, increasingly substitute the need for physical presence [107] .
Lack of experience in GSD [15] , [100] , [101] refers to the risk involved when the client lacks the necessary knowledge about GSD project management. No specific safeguards to solve this risk have been found in explicit form in the SRL.
Lack of coordination [5] , [16] , [17] , [44] , [52] , [79] , [95] occurs as result of a loss of interaction and intensive communication between companies in GSD, thus causing work repetition and project delays. Several safeguards with which to manage this canonical risk in a global environment have been found in the literature: (1) Common processes will be suitable for the GSD model [50] , [71] , suggesting a common process for requirements analysis and documentation; (2) Common tools will be established for every work group [7] , [50] , [70] , [82] , proposing the common use of tools for online group work; (3) Ensure there is a good team [82] , [112] with language skills that leverage communication and cooperation between all the parties involved; (4) Increase in collaboration and coordination between companies [5] , [7] , [44] , [52] , [95] , [102] , which can be achieved through frequent meetings, including formal and informal discussions; (5) Well-defined agile leadership hierarchy [17] , [82] , which, together with frequent communication, promotes better coordination; (6) Knowledge sharing [6] , [7] , [44] , [71] , [88] , [107] , [108] ; this can be improved, for example, by placing team members in other groups: the sharing of culture, people and products can greatly improve the coordination of the project; and finally (7) The moderator will chair requirements negotiation discussions to solve conflicts and to reach shared solutions [116] .
Lack of leadership [17] , [79] , [100] . There may be a lack of clear leadership in a globalized environment, thus causing a lack of responsibilities. Problems between analysts and project managers and even a lack of support from senior management can appear, all of which may cause delays, or even the cancelation of the project. The canonical safeguard that we have associated with this risk is Efficient, welldefined leadership hierarchy [17] , [82] : there is a need to establish a clear leadership hierarchy [17] , while the working method provides all groups with the flexibility and adaptability needed [82] .
Processes that are not well-defined [15] , [16] , [50] , [75] , [82] , [88] , [100] ,107, [122] - [124] . Attempts are frequently made to implement in GSD process models that are typical of traditional environments. The case of different groups using completely different software development process models also occurs frequently [16] , [82] ; this causes delays in the project, as well as increases in costs. Inconsistencies in work practice, with the offshore company employing different work practices, leads to incomplete information on the status of the project [82] . In addition, documented processes may not have been implemented in GSD [50] ; poor control of changes, together with changes not properly managed in the initial set of requirements, may therefore result in hostile situations concerning the final price or penalty clauses [100] . As a canonical safeguard for this risk, we have identified (1) Common processes will be suitable for the GSD model [50] , [71] : all the groups involved in GSD should use common processes for analysis, documentation and change management in requirements [50] ; and (2) A common requirements notation will be chosen. Laurent et al. [124] propose the use of the so-called Collaborative Global Requirements Engineering Notation (CGREN), which allows project managers to plan, analyze, and optimize their Global RE processes, so that they can better understand their existing processes, identify weaknesses and problems, and establish essential processes and infrastructures.
Conflict between client and vendor [86] , [100] , [122] , [125] may have several causes: for instance, there is denial of liability by a client, or the client may refuse to give in, or there is a lack of client involvement when developing requirements. Although these problems are also typical of colocalized environments, they are worse in GSD because of distance, language and use of inappropriate communication tools. Canonical safeguards to deal with this canonical risk are: (1) New methodologies to support GSD [105] , [126] , [127] . Agile methods in GSD -see e.g. [75] , [92] can help to handle client-vendor relationships, but establishing initial agreements with clients and the monitoring of the development process are still two important issues [128] . The examination of the performance of agile RE in outsourced projects with distributed teams and customers remains challenging [88] , and issues related to agile software development are the ones practitioners would most like to be researched [128] . Attention should also be paid to coaching globally distributed software development projects to adopt agile methods [129] ; and (2) Tools with support for iterative planning and negotiation [78] , [105] , [126] , [127] , [130] , [131] are also important in enabling those new methodologies.
Differences between the process models used [101] , [122] , since it is usual to find clients with no work standards or with process models that are entirely incompatible with those of the vendor company. Canonical safeguards found for this canonical risk are the following: (1)Common processes will be suitable for the GSD model [50] , [71] ; and (2) Common tools will be established for every work group [7] , [50] , [70] , [82] .
5) CLIENT-VENDOR DISTANCE
If client-vendor relationships during RE involve difficulties in traditional developments [132] , then even more complications may appear in globally distributed environments, with new canonical risks that arise from the characteristics of GSD, such as the reduction in communication and the increase in distance discussed above. This is an important concern, as the way the client perceives company performance is even more significant than how the company perceives its performance [98] . The canonical risks identified in this concern are listed below: VOLUME 6, 2018 Difficulty of extracting relevant information from stakeholders [5] , [16] , which establishes that in a global environment the elicitation of requirements that are clearly identified and shared by all the parties involved is more complex. No specific safeguards to this risk have been found in the literature.
Difficulty of identifying the key users [71] , [118] , concerning the difficulty involved in accessing the key or main users in GSD. Not being in the same workplace as the analysts implies that the tasks carried out by each user cannot be observed, thus causing incomplete or wrong requirements. Appropriate safeguards for this risk have not been found in the literature.
High number of users as requirements sources [50] , [133] : it is common to find both a large number of users and a large number of requirements in GSD; it is even possible that thousands of relevant stakeholders in the authoring of requirements may be remotely distributed. This open, global, inclusive elicitation method would make it easier to capture a complete set of requirements, would facilitate the exploration of options in greater depth, and thereby encourage the consideration of more perspectives in the product [133] . One safeguard has been identified in the literature: Choose an appropriate, automated prioritization requirements technique [93] , [133] : an appropriate, automated classification requirements technique should be used, such as Naïve Bayes classifier, PLSA clustering model, Analytic Hierarchy Process, Cumulative Voting, or Likert Scale Technique.
Lack of consideration of the expectations of end-users [83] , [100] , due to the fact that users are not in contact with developers; this can cause a lack of expectations and may even result in a situation in which the software is not accepted by the clients. We believe that the canonical safeguard New methodologies to support GSD [105] , [126] , [127] , which is related to agile method adoption, can be useful here.
6) TOOLS WHICH SUPPORT THE PROCESS
Tools supporting Global RE process models must be analyzed in the quest to identify canonical risks that may occur in GSD, as well as to discover the best means of managing them. The following are the two canonical risks identified in the literature:
Lack of suitable tools for GSD [7] , [50] , [71] , [78] , [99] , [134] - [138] . There is a need for tools which leverage the requirements specification process in GSD. Furthermore, the analysis and negotiation of the requirements is not easy in GSD, since the stakeholders are usually unable to access all the relevant information about the requirements, and cannot easily manage requirements traceability. Besides, a widely used way to achieve better collaboration in heterogeneous contexts is to establish an integrated, standardized technological infrastructure. Ethnographicallyinspired studies, on the other hand, have challenged such a perspective, pointing out that generic technology does not fit in local contexts and that it needs to be workedaround [138] .This canonical risk could be addressed by means of the following canonical safeguards: (1) Tools with communication features that support collaborative environments [77] , [107] , [134] , [136] : the use of collaborative tools that enhance knowledge sharing and coordination of distributed teams, such as videoconferences, instant messaging tools, semantic wikis, and forums; (2) Tools with collaborative and coordination features that support distributed environments [72] ,74, [99] , [104] , [112] , [119] , [134] , [135] , [137] - [146] ; (3) Tools with support for iterative planning and negotiation [78] , [105] , [126] , [127] , [130] , [131] : new development methodologies, such as agile methods, can adopt tailored tools that are well suited for negotiating requirements in global environments [126] ; and finally (4) Common tools will be established for every work group [7] , [50] , [70] , [82] .
Tools not employed due to lack of performance and security [50] . Available tools are often not used in GSD, either because they do not meet performance needs or because they do not incorporate the appropriate security mechanisms to allow them to be used on the Internet. No safeguards with which to solve this risk have been found in explicit form in the literature.
